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The panic and frenzy over the new EU data regulation have 

reached its peak for the past couple of months.  

 

Everybody is talking about it; GDPR this, GDPR that.  

 

What does it mean and why people are losing their minds 

over it? 

The purpose of this eBook is to outline how GDPR may affect 

your tour business, hospitality, and tourism in general. The team 

here at Orioly will also name a few best practices which will help with 

the details on how to become GDPR compliant.  

Who is to benefit from this eBook?  

This eBook is intended for tour operators, tour guides, small travel 

companies, and activity providers, as well as for anyone interested in 

the travel industry, technology, and new travel software.  

DISCLAIMER 

This eBook discusses best practices under the GDPR, but is not 

intended, and should not be taken, as legal advice. 
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Since GDPR leaves much to interpretation, we’re going to try to clarify 

any misconceptions and the exact scope of the new EU regulation 

regarding data privacy within the travel industry. 

 

As you may have already noticed, everyone is discussing the GDPR—

it’s in almost every news headline and the drama surrounding its 

enforcement is due to lack of clear guidelines.  

 

Namely, the issue that’s rather confusing is that the GDPR takes a 

wide view of what constitutes as personal identification information.1 

                                                      

https://www.csoonline.com/article/3202771/data-protection/general-data-protection-regulation-gdpr-requirements-deadlines-and-facts.html
https://www.csoonline.com/article/3202771/data-protection/general-data-protection-regulation-gdpr-requirements-deadlines-and-facts.html
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Health, financial, tourism, and other sectors will have to meet the new 

regulatory requirements. And soon. 

 

This is something that isn’t new to the US. With the introduction of 

the Health Insurance Portability and Accountability Act (HIPAA) 

which outlines how protected health information within the healthcare 

system should be processed, monitored, stored, audited, and shared. 

 

Another concern when it comes to the GDPR are fines of up to 20 

million € or 4% worldwide annual revenue of company’s prior 

fiscal year. 

 

Now, since we’re not here to create more panic, but rather give you 

answers, let’s start!  

 

The General Data Protection Regulation (GDPR) is a legal framework 

that sets guidelines for the collecting and processing of personal 

information of individuals within the European Union.2  

 

GDPR applies to residents of the EU as well as to anyone who has 

personal data related to an EU resident.3 The regulation will be 

                                                      

https://www.investopedia.com/terms/g/general-data-protection-regulation-gdpr.asp
https://www.investopedia.com/terms/g/general-data-protection-regulation-gdpr.asp
https://www.saleshacker.com/general-data-protection-regulation-summary/
https://www.saleshacker.com/general-data-protection-regulation-summary/
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enforced on May 25th, 2018 and it’s here to replace the Data 

Protection Directive 95/46/EC4 

 

Basically, GDPR is about regulating the way personal data is 

being used. The goal is to offer individuals more control over their 

personal data and how it’s used.  

 

It’s about consumer rights and it boils down to preventing data 

breaches, identity thefts, and avoiding any misuse and 

exploitation of consumer data. 

 

                                                      

  

 

https://www.eugdpr.org/
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According to the Ovum report, about two-thirds of U.S. companies 

expect to have to change in their global business strategies to 

accommodate new data privacy regulations.5 

 

 

One of the main reasons why there’s such a fuss about GDPR is 

because people are confused by the definition of personal data under 

GDPR. 

 

There are different categories of personal data. 

What is considered personal data under GDPR? 

 

                                                      

https://www.intralinks.com/resources/analyst-reports/ovum-report-data-privacy-laws-cutting-red-tape
https://www.intralinks.com/resources/analyst-reports/ovum-report-data-privacy-laws-cutting-red-tape
https://www.intralinks.com/resources/analyst-reports/ovum-report-data-privacy-laws-cutting-red-tape
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The challenge is turning the legal requirements imposed by GDPR into 

sustainable operational strategies in order to stay GDPR compliant. 

 

For example, tour operators, travel companies, and activity providers 

share customer information with suppliers on daily basis—it’s part of 

the booking process.  

 

Special attention is now given to sensitive information such as health 

and medical data under the special category. 

 

As you well know, booking engines are connected to and use multiple 

APIs, databases, and third-party suppliers. The problem is how to 

manage this data.  



 

ORIOLY REPORT  

How GDPR Affects Your Tour Business:  How To Become GDPR Compliant 

 

 

What changes with GDPR is that tour businesses will have to review 

all contracts they have with third-party suppliers.  

That’s where the terms collector and processor come into play. 

 

If you own a tour business, in your company the controller is the 

person who collects information. In most cases, the controller is the 

agent.  

 

The processor is a someone who uses gathered data to fulfill a 

service. In most cases, that would be companies which provide 

transportation and accommodation.  

 

Data Controllers and Data Processors have to meet the following 

guidelines:6 

• Process the data lawfully, fairly, and in a transparent manner. 

• Collect data for specified, explicit and legitimate purposes and 

not further processed in an incompatible manner. 

• Data must be adequate, relevant and limited to what is 

necessary. 

                                                      

 

https://www.infosecurityeurope.com/__novadocuments/355669?v=636289786574700000
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• Data must not be kept any longer than necessary, in a form 

which permits identification of a Data Subject. 

• Appropriate security must be ensured to protect against 

unauthorized or unlawful processing and against accidentals 

data loss, destruction or damage.   

 

Before we get started with the details, here’s a brief overview of what 

to need to look out for. 

 

Now, before you start panicking, there are certain things you must 

perform in order to assess your current situation. 
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Note that you will probably have to hire an attorney or a GDPR 

consultant to go over the details and make sure you stay GDPR 

compliant and cover any loopholes. Because, as you know, there’s 

only so much you can do yourself as someone who doesn’t specialize 

in legal lingo. 

 

 

• Does your tour company process personal data? 

If you don’t gather any personal data, then there’s no requirement 

for your company to comply with the GDPR or Data Protection 

Legislation.  

 

• Does your company operate in EU? 

If your tour business operates in the European Union, then you 

must comply with the GDPR by May 25th, 2018. 

 

• Do you gather personal data on EU citizens? 

If your tour business collects, stores or works with personal data 

of EU citizens, then you must comply with the GDPR by May 25th, 

2018. 

 

• Is your tour business the data processor or data 

collector? 
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Once you’ve clarified whether you’re the data processor or the data 

collector, you can proceed accordingly. 

 

For more details, refer to this guide and fill out their questionnaire. 

 

 

It’s always wise to start from the beginning and evaluate the data, its 

condition, and status. 

 

 

While combing through the data, document your findings. 

  

https://thinkgdpr.org/wp-content/uploads/2017/05/Data-Controllers-Questionnaire-Handwritten.pdf


 

ORIOLY REPORT  

How GDPR Affects Your Tour Business:  How To Become GDPR Compliant 

 

Here are some of the questions you must go through: 

 

 

The consent under GDPR “must be unambiguous and involve a 

clear affirmative action.”7 As well as that the data should be 

processed lawfully, fairly, and in a transparent manner.8 

                                                      

 

https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consent-guidance-for-consultation-201703.pdf
https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consent-guidance-for-consultation-201703.pdf
http://www.privacy-regulation.eu/en/article-5-principles-relating-to-processing-of-personal-data-GDPR.htm
http://www.privacy-regulation.eu/en/article-5-principles-relating-to-processing-of-personal-data-GDPR.htm
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This means you can no longer have pre-ticked opt-in boxes on your 

website. The consent must be given freely—written or verbal. 

 

Be transparent. Your clients must be informed how you are going 

to use their data and for that purposes. 

 

Separate terms & conditions from consent requests. The two 

are not the same thing. Also, you must keep a clear record in case 

you have to demonstrate consent. Update your tour company’s 

privacy notes. 
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Allow individuals to withdraw their consent at any time. Write 

detailed instructions on how to do it.  

 

For example, if they unsubscribe from your newsletter, you are no 

longer allowed to spam their mailbox with promotional content. 

 

Refer to this article for detailed information on GDPR consent. 

https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consent-guidance-for-consultation-201703.pdf
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Gather as little information as possible.  

Do you allow data portability? 

 

The information you do need to gather or process, make sure you 

keep track of the following: 

• How  

• When 

• Why  

• Where 

Implement a mechanism that tracks the whole path from the 

moment you received data to the point when you store it. 
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Why is this important? Because you need to prove how you 

obtained certain information.  

From now on, it will be obligatory that you document and keep a 

record of how you acquired each contact. 

 

Additionally, your clients have the “right to be forgotten”.9 This means 

that individuals must be allowed to ask for their data to be deleted 

“without undue delay”.  This can be done in cases when there’s a 

proof that the client’s data was unlawfully processed.  

 

 

It might be wise to hire an attorney to go through the old contracts 

as well as prepare new ones. An attorney might then suggest whether 

or not you need to hire a Data Protection Officer. 

                                                      
 https://ico.org.uk/for-

organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-erasure/  
 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-erasure/
https://gdpr-info.eu/art-39-gdpr/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-erasure/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-erasure/
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Your third-party providers must be GDPR compliant as well. 

 

What’s important is that you ensure adequate level of security. Don’t 

assume anything—check and recheck everything. 

 

 

Which mechanism do you use to prevent security breaches? 

 

Do you have a disaster recovery plan in case of a serious security 

breach?  
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For example, are you aware of who has access to client records 

and personal data within your company?  

 

 

If certain personal data has been compromised in any way, time is of 

the essence. Under the GDPR, you have 72 hours to notify your 

clients if their data was breached. 

 

The question is how will you notice a breach unless you keep an eye 

on what’s going on in your environment? FYI, there are various third-

party tools for monitoring your environment which will help you detect 

potential security breaches. 

 

Have a contingency plan ready before the disaster strikes. 
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What about in cases when you’re developing a new travel app?  

 

Here’s the thing:  

Your developers can’t test it with real data and use real databases.  

 

Let’s say you own a software company that develops various tools 

and applications for travel agencies and tour operators, or you have 

a dedicated development team within your tour company.  

 

At some point, the DEV team will need to test the product 

(application, software, etc.) before pushing it into production. Under 

GDPR the development team is not allowed to use databases unless 

the data within them is pseudonymized.  

 

For the team to rigorously test the heart and soul of a particular 

software, they need to use real-life, everyday data.  

 

However, since the data contains personal information, it needs to be 

pseudonymized. That’s called data masking. 
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http://orioly.com/?utm_source=orioly_GDPR_compliant_ebook&utm_medium=orioly-gdpr-tourism&utm_campaign=orioly_gdpr_compliant_guide
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https://app.orioly.com/register/?_ga=2.20130872.1649115364.1518422073-1069475506.1512117144
https://app.orioly.com/register/?_ga=2.20130872.1649115364.1518422073-1069475506.1512117144
https://www.orioly.com/contact-us/

